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Introduction and Summary 

 New America’s Open Technology Institute welcomes the opportunity to provide input to 

David Kaye, the United Nations Special Rapporteur on the protection and promotion of the right 

to freedom of expression and opinion, as he prepares his report “on the legal framework 

governing the relationship between freedom of expression and the use of encryption to secure 

transactions and communications, and other technologies to transact and communicate 

anonymously online,” including his request for “information on national laws, regulations, 

policies or practices that permit or limit, directly or indirectly, the use of encryption 

technologies.”
1
 

 New America is a nonprofit, nonpartisan public policy institute based in Washington DC 

that invests in new thinkers and new ideas to address the next generation of challenges facing the 

United States and the global community. The Open Technology Institute (OTI) is a program 

within New America which promotes affordable, universal access to open and unrestricted 

communications networks through technology development, applied learning, and policy reform. 

OTI offers in-depth, objective research, analysis, and findings for policy decision-makers and the 

general public, develops technologies and tools to support universal and secure communications, 

and works directly with communities to address communications and technological disparities. A 

significant portion of OTI’s portfolio focuses on cybersecurity, surveillance reform, and research 

and analysis of public policies that impact individual privacy and free expression online. 

These comments focus on the debate about encryption technology in the United States 

over the past few decades. Based on the arguments made during the Crypto Wars of the 1990s, 

we describe the establishment of legal and practical norms in the U.S. premised on the 

conclusion that strong encryption benefits Internet security, economic growth, individual 

privacy, and free expression. We discuss how innovations in applied cryptography after the end 

of the Crypto Wars laid the foundation for the unprecedented growth of the Internet economy, 

which in turn brought the human rights benefits of encryption to the forefront of U.S. foreign 

policy efforts related to Internet freedom. Finally, we explain how the post-Snowden debate 

about encryption has evolved, describing new threats to established norms regarding the value of 

encryption. These comments are divided into three main parts. 

                                                 
1
 “Call for Submission of Information: Special Rapporteur will study the use of encryption and anonymity in digital 

communications in his 2015 HRC report,” United Nations Human Rights Council, 

http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/CallForSubmission.aspx.  

http://www.ohchr.org/EN/Issues/FreedomOpinion/Pages/CallForSubmission.aspx
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I. The History of the Crypto Wars. The first section of these comments traces the 

history of the “Crypto Wars" in the 1990s, a period when policymakers and advocates debated 

the tradeoffs related to the proliferation of encryption technology both in the United States and 

overseas, and ultimately concluded that the positive benefits of encryption outweighed any 

potential negatives.  In particular, we describe the specific arguments about why encryption is 

good for Internet security, individual privacy, free expression, and economic growth: 

● Strong encryption is necessary for Internet security. Strong encryption both protects 

individuals’ private communications and improves the overall security of the networks 

that store and transmit information. Attempts to address the spread of encryption by 

mandating that companies build surveillance backdoors into their products and imposing 

strict export controls on products containing cryptography ultimately weakens the 

security of those products and slows the overall growth of a more secure Internet. 

● Strong encryption protects individual privacy, and surveillance backdoors threaten it. 

Cryptography tools allow individuals to protect the privacy and safety of their data 

online. During the Crypto Wars, a wide range of technical experts, grassroots 

organizations, and prominent politicians united behind the value of access to strong 

encryption free of surveillance backdoors for the government. They argued that the U.S. 

government should encourage rather than stifle the use of strong encryption to preserve 

civil liberties and the fundamental right to privacy in the face of rapid technological 

change.  

● Strong encryption enables free expression. The security and privacy protections 

afforded by the use of strong encryption also help promote free expression. Surveillance 

has a chilling effect on free speech and the free flow of information online, whereas the 

expansion of a secure Internet contributes positively to free expression. Moreover, 

attempts to restrict the export of encryption code to foreign countries raise their own free 

expression concerns. 

● Strong encryption is necessary for the growth of the Internet and the information 

economy. Strong encryption increases users’ confidence in the security of their online 

communications and transactions, which is a critical step toward enabling the growth of 

the information economy and the migration of sensitive communications online. 

Conversely, undermining or deliberately weakening encryption can have a detrimental 

effect on economic growth and the global competitiveness of technology companies, 

adding both direct and indirect costs and hampering their ability to sell products overseas.  

II. After the Crypto Wars: Encryption, the Internet Economy, and Human Rights. 

Encryption played a role in the unprecedented growth of the Internet economy in the early 21st 

century by ensuring that users could securely communicate and conduct transactions online. This 

growth also made it possible for the Internet to emerge as an important platform for the exercise 

of human rights, which is why support for technologies that rely on encryption have become a 
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key component of the U.S. foreign policy initiative to protect and promote online free expression 

and the free flow of information globally.  

III. Encryption Under Threat. Finally, we describe how the long-established norms 

promoting the use and spread of encryption technology have recently come under threat, 

especially following the 2013 Snowden disclosures. We describe the strong negative reaction to 

the revelations that the National Security Agency has carried on its own secret war against 

encryption technology over the past two decades, which accelerated the adoption of encryption 

by default into popular technology products in 2014 — and the subsequent backlash against 

encryption from law enforcement and intelligence officials who have once again revived the 

arguments they made in the 1990s. 

We conclude by respectfully recommending that the Special Rapporteur reiterate the 

important role that encryption plays in protecting fundamental values like free speech and 

privacy in the digital age. The arguments that won the original Crypto Wars still hold true today, 

while the intervening years have also demonstrated that encryption is a critical tool for the 

exercise of human rights online. We urge the Special Rapporteur to send a clear message to 

lawmakers both in the United States and around the world that the widespread availability and 

use of strong encryption without surveillance backdoors can and still should be the practical and 

legal norm in the modern era. 
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I. The History of the Crypto Wars 

The “Crypto Wars” of the 1990s was a historic conflict between the proponents of strong 

encryption and U.S. government actors who sought to limit its proliferation. The conflict has its 

roots in 1976, when two researchers first published their work on split-key encryption, making it 

possible for both individuals and corporations to access strong encryption technology that had 

previously been the exclusive purview of military and government agencies.
2
 Many military and 

law enforcement officials perceived this shift as a threat to the government’s ability to conduct 

criminal investigations and gather intelligence. They argued that if individual and commercial 

use of encryption became widespread, they might need to take action to ensure that the 

government retained its ability to access communications. By the 1990s, the U.S. government 

had advanced a variety of proposals aimed at limiting the spread of strong encryption both at 

home and abroad — sparking a heated debate between policymakers, privacy advocates, and 

industry representatives about the tradeoffs related to the widespread adoption and use of 

encryption technology.
3
 

In April 1993, the Clinton Administration announced a new initiative intended to provide 

the public with strong cryptographic tools to secure their communications but without sacrificing 

the ability of law enforcement and intelligence agencies to access those communications.
4
 They 

proposed a technical solution commonly known as the “Clipper Chip,” a computer chip that 

could be inserted into consumer hardware such as cell phones.
5
 The Clipper Chip technology 

relied on a system of “key-escrow,”  in which a copy of each chip’s unique encryption key would 

be stored by the government.
6
 Under the right conditions (i.e. when a court-approved warrant or 

wiretap order had been obtained) the two federal agencies jointly responsible for holding the 

keys would release them to law enforcement, providing access to unencrypted copies of the 

encrypted conversations.
7
 Although the standard was technically voluntary, the government 

committed to purchasing a massive number of devices containing the Clipper Chip, which 

                                                 
2
 Whitfield Diffie and Martin Hellman, “New Directions in Cryptography,” IEEE Transactions on Information 

Theory, Vol. IT-22, Nov. 6, November 1976. In this paper, Diffie and Hellman detailed how individuals could 

communicate securely with a new technology called “split-key encryption” (later called the Diffie-Hellman key 

exchange) which involved each participant creating related private and public keys that could be used to encrypt and 

decrypt plaintext conversations. Using split-key encryption, plaintext communications are converted into ciphertext 

before they are transmitted over the Internet, meaning that no one but the recipient (who holds the correct private 

key) can decrypt and read the communications. 
3
 Steven Levy, "Battle of the Clipper Chip," The New York Times, June 11, 1994, 

http://www.nytimes.com/1994/06/12/magazine/battle-of-the-clipper-chip.html?pagewanted=all.  
4
 “Statement by the Press Secretary,” The White House, April 16, 1993, available at 

http://csrc.nist.gov/keyrecovery/clipper.txt.  
5
 Steven Levy, Crypto: How the Code Rebels Beat the Government — Saving Privacy in the Digital Age (New York: 

Penguin Books, 2002), 226-230; “The chip is an important step in addressing the problem of encryption's dual-edge 

sword: encryption helps to protect the privacy of individuals and industry, but it also can shield criminals and 

terrorists.  We need the "Clipper Chip" and other approaches that can both provide law-abiding citizens with access 

to the encryption they need and prevent criminals from using it to hide their illegal activities” (“Statement by the 

Press Secretary,” April 16, 1993). 
6
 A. Michael Froomkin, "It Came From Planet Clipper: The Battle Over Cryptographic Key Escrow," Chicago Legal 

Forum Law of Cyberspace (1996): 15, available at 

http://osaka.law.miami.edu/~froomkin/articles/planet_clipper.htm.  
7
 Matt Blaze, "Protocol Failure in the Escrowed Encryption Standard," AT&T Bell Laboratories, 1994, 

http://www.crypto.com/papers/eesproto.pdf; Froomkin, “It Came From Planet Clipper: The Battle Over 

Cryptographic Key Escrow.”     

http://www.nytimes.com/1994/06/12/magazine/battle-of-the-clipper-chip.html?pagewanted=all
http://csrc.nist.gov/keyrecovery/clipper.txt
http://osaka.law.miami.edu/~froomkin/articles/planet_clipper.htm
http://www.crypto.com/papers/eesproto.pdf
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officials hoped would strongly influence the marketplace and result in its widespread adoption 

throughout the 1990s.
8
 And some feared that the government might eventually make the standard 

mandatory by codifying the key-escrow requirement.
9
 

In addition to debating the merits of implementing a domestic key-escrow system, the 

Crypto Wars had an international component that focused on whether American technologies 

containing strong encryption should be exported overseas.
10

 Historically, products containing 

robust encryption had been categorized as a military export in the United States and subject to 

strict controls.
11

 By limiting the ability of American companies to sell certain cryptographic 

products in foreign markets, the government sought to delay the spread and adoption of strong 

encryption technology, which they feared could reduce their ability to gather intelligence on 

foreign targets. Moreover, requiring U.S. companies to seek approval before exporting 

cryptographic technologies allowed the government to continue to monitor — and indirectly 

influence — the development of commercial cryptography.
12

 The actual controls were based on 

the strength of the encryption (i.e. the cryptographic key length) and applied not only to 

hardware but also encryption software and source code.
13

 Industry advocates and others in favor 

of relaxing the controls argued that they impeded technological development, threatening the 

long-term competitiveness of the U.S. technology industry and otherwise undermining national 

interests.
14

 

Ultimately, the public battle over encryption technology in the 1990s concluded with a 

recognition that the positive benefits of encryption — protecting Internet security, fostering the 

growth of Internet economy, and promoting individual privacy and free expression — 

outweighed any potential negatives. Although the Clinton Administration officially endorsed the 

                                                 
8
 Levy, Crypto, 249. 

9
 Levy, Crypto, 295. 

10
 Froomkin, “It Came from Planet Clipper: The Battle Over Cryptographic Key Escrow.” 

11
 Prior to 1996, all products using encryption were controlled under the International Traffic in Arms Regulations 

(ITAR) and listed on the U.S. Munitions List (USML): “Cryptographic (including key management) systems, 

equipment, assemblies, modules, integrated circuits, components or software with the capability of maintaining 

secrecy or confidentiality of information or information systems.” Products with strong encryption were categorized 

as "dual use" technologies, meaning that they had both civilian and military applications. Other dual-use export 

controls aim to prevent threats like the proliferation of nuclear technology, munitions, and weaponizable chemicals. 
12

  “Cryptography’s Role in Securing the Information Society,” National Research Council Committee to Study 

National Cryptography Policy (1996). 114. Available at http://legalphysics.org/wp-

content/uploads/2014/07/5131.pdf.  
13

 In 1994, products with "strong encryption" were categorized as those with key lengths of more than 40 bits. The 

length of the key is central to determining its level of security. Adding one "bit," or digit, to the key doubles the 

number of distinct values the key could potentially hold, and thereby also doubles the amount of time a hypothetical 

attacker would need to guess the actual value of the key. A two-bit key can hold four possible values, a three-bit key 

can hold eight, and so on. A 40-bit key can hold approximately 1.1 trillion values. 
14

 Jeanne J. Grimmett, “Encryption Export Controls,” Congressional Research Services, updated January 11, 2001, 

at CRS-3, available at http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL30273_01112001.pdf. 

(“With the growth of the global economy, the business community has continued to express a need for strong 

encryption for domestic use and cross-border communications and transactions. While there are no statutory 

restrictions on the domestic use of encryption, the computer industry argues that restrictive export controls have 

hampered U.S. technological development since it is impracticable to develop separate products for the domestic 

and foreign market; that export restrictions will hinder its long-term competitiveness, given the increasing 

availability of strong foreign cryptography and the projected increase in demand for such products due to the 

increasing popularity of electronic commerce; and that U.S. interests are harmed by making increasingly strong U.S. 

encryption unavailable to legitimate users worldwide.”) 

http://legalphysics.org/wp-content/uploads/2014/07/5131.pdf
http://legalphysics.org/wp-content/uploads/2014/07/5131.pdf
http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RL30273_01112001.pdf
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Clipper Chip as a Federal Information Processing Standard in February 1994,
15

 it was not widely 

adopted the way officials had hoped. As privacy advocates, industry representatives, and a 

number of politicians became increasingly vocal in their opposition to the Clipper Chip, public 

opinion began to shift.
16

 In May 1994, a computer scientist at AT&T’s Bell Labs discovered a 

critical flaw in the technology that proved it could be tampered with by unauthorized 

individuals.
17

 By 1996, it was clear that the Clipper Chip had become largely irrelevant.  

Simultaneously, the arguments in favor of maintaining strict controls on the export of 

cryptography products were also losing ground. The Clinton Administration took its first step 

toward relaxing export controls for certain commercial encryption products in the fall of 1996.
18

 

As Vice President Al Gore explained, “The Administration's initiative will make it easier for 

Americans to use stronger encryption products — whether at home or abroad — to protect their 

privacy, intellectual property, and other valuable information. It will support the growth of 

electronic commerce, increase the security of the global information, and sustain the economic 

competitiveness of US encryption product manufacturers during the transition to a key 

management infrastructure.”
19

 This marked the start of a broader trend of liberalizing export 

controls related to encryption which continued throughout the 1990s and 2000s.
20

 One of the 

most important steps in this liberalization process was the creation of an exemption for the 

export of free and open source cryptography, which paved the way for the development of tools 

that specifically relied on encryption to promote free speech and anonymous communications.
21

  

                                                 
15

 Officially known as the Escrowed Encryption Standard (EES), the Clipper Chip endorsement was published in the 

Federal Register on February 9, 1994. Department of Commerce’s National Institute of Standards and Technology, 

“Approval of Federal Information Processing Standards Publication 185, Escrowed Encryption Standard (EES),” 

The Federal Register Vol. 59, No. 27, February 9, 1994, available at 

https://epic.org/crypto/clipper/fips_185_clipper_feb_94.html.  
16

 According to a CNN/Time poll taken in March 1994, eighty percent of Americans opposed the Clipper Chip. 

Philip Elmer-Dewitt, “Who Should Keep the Keys?” TIME Magazine, March 14, 1994. 

http://content.time.com/time/magazine/article/0,9171,980329,00.html. 
17

 John Markoff, “Flaw Discovered in Federal Plan for Wiretapping,” The New York Times, June 2, 1994, 

http://www.nytimes.com/1994/06/02/us/flaw-discovered-in-federal-plan-for-wiretapping.html. For a full 

explanation of these concerns, see Blaze, "Protocol Failure in the Escrowed Encryption Standard.” 
18

 Executive Order 13026, issued on November 15, 1996, transferred the control of the export of non-military 

encryption items on the USML from the Department of State to the Department of Commerce’s Export 

Administration Regulations (EAR) and placed on the Commerce Control List (CCL). Full text of Executive Order 

13026 is available at: http://www.gpo.gov/fdsys/pkg/FR-1996-11-19/pdf/96-29692.pdf. 
19

 “Statement of Vice President Al Gore,” October 1, 1996, available at 

https://epic.org/crypto/key_escrow/clipper4_statement.html.  
20

 See, e.g., President’s Export Council Subcommittee on Encryption, “Liberalization 2000: Recommendations for 

Revising the Encryption Export Regulations, August 25 1999, available at: http://cryptome.org/LIB42.htm; “Update 

to Encryption Policy,” U.S. Commerce Department, September 16, 1999, available at 

https://epic.org/crypto/export_controls/commerce_q&a_9_99.html; “Revised U.S. Encryption Export Control 

Regulations,” U.S. Commerce Department, January 2000, available at 

https://epic.org/crypto/export_controls/regs_1_00.html.  
21

 Before this change, computer scientist Phillip Zimmerman was investigated by the United States Justice 

Department for possible export violations because his cryptographic software program, Pretty Good Privacy (PGP), 

was distributed over the Internet. Liberalizing export controls made the distribution of PGP legal, because it met the 

criteria included in the free and open source exemption. Ira S. Rubenstein, and Michael Hintze. "Export Controls on 

Encryption Software." Coping with U.S. Export Controls 2000, Practising Law Institute, Commercial Law and 

Practice Course Handbook Series, December 2000. Available at 

http://encryption_policies.tripod.com/us/rubinstein_1200_software.htm 

https://epic.org/crypto/clipper/fips_185_clipper_feb_94.html
http://content.time.com/time/magazine/article/0,9171,980329,00.html
http://www.nytimes.com/1994/06/02/us/flaw-discovered-in-federal-plan-for-wiretapping.html
http://www.gpo.gov/fdsys/pkg/FR-1996-11-19/pdf/96-29692.pdf
https://epic.org/crypto/key_escrow/clipper4_statement.html
http://cryptome.org/LIB42.htm
https://epic.org/crypto/export_controls/commerce_q&a_9_99.html
https://epic.org/crypto/export_controls/regs_1_00.html
http://encryption_policies.tripod.com/us/rubinstein_1200_software.htm
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The growing consensus on the benefits of encryption and the detriments of surveillance 

backdoors that would undermine its effectiveness was even codified into law by the U.S. 

Congress. The 1994 Communications Assistance for Law Enforcement Act (CALEA), which 

required telecommunications carriers to have the technical capacity to comply with lawful 

wiretap demands, made clear that the law’s mandate did not prevent telecommunications users 

from employing encryption nor require service providers to block or break such user-generated 

encryption.
22

 

In the end, advocates of strong encryption won the debate by weaving together a number 

of important, interrelated arguments that articulated why encryption is good for Internet security, 

individual privacy, free expression, and the information economy. We explain these arguments 

in further detail below. While we describe them in the specific context of the U.S. Crypto Wars, 

it is important to note that they reflect generally applicable principles that are relevant to 

countries all over the world. 

Strong Encryption is Necessary for Internet Security 

 Strong encryption improves the overall security of networks by protecting the data that is 

stored on or transmitted through those networks and is an essential ingredient to the overall 

security of the modern network.
23

 By contrast, any attempt to address the spread of encryption 

technology by requiring tech companies to intentionally create a “backdoor”
24

 comes with 

significant security concerns. Indeed, after the Clipper Chip was proposed, the Commerce 

Department’s National Institute of Standards and Technology (NIST) implemented a public 

comment process on key escrow.
25

 NIST received 320 comments in response, of which only two 

                                                 
22

 “A telecommunications carrier shall not be responsible for decrypting, or ensuring the government’s ability to 

decrypt, any communication encrypted by a subscriber or customer, unless the encryption was provided by the 

carrier and the carrier possesses the information necessary to decrypt the communication.” Communications 

Assistance for Law Enforcement Act, 47 U.S.C. §§1001 et. seq. (1994), available at 

https://www.congress.gov/bill/103rd-congress/house-

bill/4922?q=%7B%22search%22%3A%5B%22Communications+Assistance+for+Law+Enforcement+Act%22%5D

%7D. Further clarification can be found in the legislative history, which explicitly notes that “nothing in this 

paragraph would prohibit a carrier from deploying an encryption service for which it does not retain the ability to 

decrypt communications for law enforcement access” and “Nothing in the bill is intended to limit or otherwise 

prevent the use of any type of encryption within the United States.” Telecommunications Carrier Assistance to the 

Government. 103
rd

 Congress. October 4, 1994. Available at 

https://epic.org/privacy/wiretap/calea/H_Rpt_103_827.txt 
23

 “Encryption is an essential tool in providing security in the information age. Encryption is based on the use of 

mathematical procedures to scramble data so that it is extremely difficult — if not virtually impossible — for 

anyone other than authorized recipients to recover the original “plaintext." Properly implemented encryption allows 

sensitive information to be stored on insecure computers or transmitted across insecure networks.” (Abelson et al. 

"The Risks of Key Recovery, Key Escrow, and Trusted Third-Party Encryption." 1997. available at 

https://www.schneier.com/paper-key-escrow.pdf) For more information on why encryption is good for security, see 

“What is Encryption?” Surveillance Self Defense: A Project of the Electronic Frontier Foundation, last updated 

November 3, 2014, available at https://ssd.eff.org/en/module/what-encryption.   
24

 A backdoor refers to a mechanism by which a third party (like the government) has the technical means to access 

private communications, such as by inserting a vulnerability into cryptographic algorithms, which could then be 

exploited, or by maintaining a copies of private keys, as the Clipper Chip would have done. 
25

 Computer Security Resource Center. "Fact Sheet: Public Encryption Management." National Institute of 

Standards and Technology. April 16, 1993, http://csrc.nist.gov/keyrecovery/clipfact.txt  

https://www.congress.gov/bill/103rd-congress/house-bill/4922?q=%7B%22search%22%3A%5B%22Communications+Assistance+for+Law+Enforcement+Act%22%5D%7D
https://www.congress.gov/bill/103rd-congress/house-bill/4922?q=%7B%22search%22%3A%5B%22Communications+Assistance+for+Law+Enforcement+Act%22%5D%7D
https://www.congress.gov/bill/103rd-congress/house-bill/4922?q=%7B%22search%22%3A%5B%22Communications+Assistance+for+Law+Enforcement+Act%22%5D%7D
https://epic.org/privacy/wiretap/calea/H_Rpt_103_827.txt
https://epic.org/privacy/wiretap/calea/H_Rpt_103_827.txt
https://epic.org/privacy/wiretap/calea/H_Rpt_103_827.txt
https://www.schneier.com/paper-key-escrow.pdf
https://ssd.eff.org/en/module/what-encryption
http://csrc.nist.gov/keyrecovery/clipfact.txt
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were positive.
26

 Experts voiced broad concerns about the trustworthiness of the key-escrow 

system and the specific challenge of relying on the U.S. government as the keyholder, which 

would give federal agencies and law enforcement officials unprecedented access to and power 

over the private information of their citizens. The Clipper Chip technology itself also contained 

additional vulnerabilities, as technical analysis revealed that the encryption could be bypassed or 

exploited without the chip-unique key.
27

 

Just as backdoor mandates threatened information security, so did export controls. 

Because export controls originally restricted the spread of encryption based on its strength, the 

practical result was that only American products containing weak encryption — or with its 

encryption technology removed entirely — were exported abroad. Because of the size of the 

American technology market, these limitations could have slowed the overall development and 

adoption of encryption technology worldwide. As Representative Bob Goodlatte explained when 

he introduced the Security and Freedom Through Encryption (SAFE) Act in February 1999,
28

 

governments should be encouraging the private sector to adopt robust security standards in their 

products, not making it more difficult. “Only by allowing the use of strong encryption, not only 

domestically but internationally as well, can we hope to make the Internet a safe and secure 

environment,” he said.
29

 The SAFE Act aimed to prevent the government from creating a 

mandatory key-escrow system and relax U.S. export controls around encryption. Although the 

bill was never voted on, it enjoyed widespread support including sponsorship from a majority of 

the members of the House of Representatives, reflecting a broad and bipartisan consensus on the 

importance of promoting and protecting access to strong encryption tools.
30

 

 

 

                                                 
26

 “The private sector and the public have expressed nearly unanimous opposition to Clipper. In the formal request 

for comments conducted by the Department of Commerce last year, less than a handful of respondents supported the 

plan. Several hundred opposed it.” (“Letter from Computer Professionals for Social Responsibility,” January 24, 

1994, available at http://cpsr.org/prevsite/program/clipper/cpsr-clipper-letter.html/.) 
27

 Abelson et al. "The Risks of Key Recovery, Key Escrow, and Trusted Third-Party Encryption." 1997. Available at 

https://www.schneier.com/paper-key-escrow.pdf; Matt Blaze, 1994.  
28

 The Security and Freedom Through Encryption Act (H.R. 850) originated in 1996 and was re-introduced to the 

106th Congress in February 1999. The bill sought to ensure not only that individuals within the United States should 

be able to use strong encryption, but also that many of the more onerous restrictions on the export of encryption 

overseas would be lifted. Despite substantial support in Congress — including a majority of the members of the 

House as co-sponsors — the SAFE Act faced significant pushback from the Clinton Administration. Although an 

amended version that limited the scope of the bill was approved by various Congressional committees, no further 

action was taken. The Clinton Administration did separately take a number of steps later that year to liberalize 

encryption export controls. H.R. 850, Security and Freedom Through Encryption (SAFE) Act, 106th Cong. (1999), 

available at    

https://www.congress.gov/bill/106th-congress/house-

bill/850?q=%7B%22search%22%3A%5B%22%5C%22Security+and+Freedom+Through+Encryption%5C%22+Ac

t%22%5D%7.  For additional background and amendments to the SAFE Act, see “Summary of Encryption Bills in 

the 106th Congress,” Tech Law Journal, 1999, available at 

http://www.techlawjournal.com/cong106/encrypt/Default.htm.  
29

 “Statement of Rep. Bob Goodlatte (R-VA) on introduction of the Security and Freedom Through Encryption 

(SAFE) Act,” The Library of Congress, February 25, 1999, available at 

http://www.techlawjournal.com/cong106/encrypt/19990225bg.htm.   
30

 Levy, Crypto, 295, 305. 

http://cpsr.org/prevsite/program/clipper/cpsr-clipper-letter.html/
https://www.schneier.com/paper-key-escrow.pdf
https://www.congress.gov/bill/106th-congress/house-bill/850?q=%7B%22search%22%3A%5B%22%5C%22Security+and+Freedom+Through+Encryption%5C%22+Act%22%5D%7D
https://www.congress.gov/bill/106th-congress/house-bill/850?q=%7B%22search%22%3A%5B%22%5C%22Security+and+Freedom+Through+Encryption%5C%22+Act%22%5D%7D
https://www.congress.gov/bill/106th-congress/house-bill/850?q=%7B%22search%22%3A%5B%22%5C%22Security+and+Freedom+Through+Encryption%5C%22+Act%22%5D%7D
http://www.techlawjournal.com/cong106/encrypt/Default.htm
http://www.techlawjournal.com/cong106/encrypt/19990225bg.htm
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Strong Encryption Protects Individual Privacy, and Surveillance Backdoors Threaten It 

 In addition to protecting the overall security of the Internet, many of the early pioneers of 

open source and commercial cryptography recognized that encryption would be a vital tool to 

protect personal privacy online. They understood one of the great challenges of the information 

age: as more and more personal and sensitive information gets transmitted quickly and 

efficiently over our communications infrastructure, it becomes increasingly difficult to protect 

the security of that information on a large scale.
31

 Cryptography represented one of the best ways 

for governments and commercial entities as well as individuals to protect the privacy and safety 

of their data.
32

 When the ability to securely encrypt was threatened during the Clipper Chip 

debate, nascent organizations like the Electronic Frontier Foundation, the Electronic Privacy 

Information Center, and Center for Democracy and Technology rallied against the proposal, 

which they understood as a clear threat to the right to privacy online.
33

 A group called the 

Computer Professionals for Social Responsibility
34

 wrote letters to the Clinton Administration 

signed by prominent cryptography and computer security experts and gathered over 50,000 

signatures by email in opposition to the Clipper Chip — one of the first online advocacy 

campaigns of its kind.
35

 

Protecting privacy was not just a concern of grassroots organizations and technical 

experts, either. A number of prominent politicians came out against mandated backdoors like the 

Clipper Chip, which had a powerful impact on the public debate. Opponents of the Clipper Chip 

included Senators John Kerry, Patrick Leahy, and  John Ashcroft, who later became Attorney 

General, and Representatives Maria Cantwell, and Sam Gejdenson.
36

 In 1997, Ashcroft made an 

impassioned defense of online privacy, arguing that, “There is a concern that the Internet could 

be used to commit crimes and that advanced encryption could disguise such activity. However, 

we do not provide the government with phone jacks outside our homes for unlimited wiretaps. 

Why, then, should we grant government the Orwellian capability to listen at will and in real time 
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to our communications across the Web?”
37

 These remarks reflected a desire to preserve civil 

liberties and the fundamental right to privacy in the face of rapid technological change.  

Strong Encryption Enables Free Expression 

 The security and privacy protections afforded by the use of strong encryption help 

promote free expression online as well. It has been well-established, including by the previous 

UN Special Rapporteur on Freedom of Expression and Opinion, that the right to privacy and free 

expression often go hand-in-hand in the digital age.
38

 When individuals know or believe that 

they may be under surveillance, it has a demonstrable chilling effect on free speech and the free 

flow of information online.
39

 Moreover, because it is widely acknowledged that the growth of a 

secure Internet has contributed positively to free expression,
40

 actions that impede or slow the 

proliferation of secure, Internet-based communications indirectly impede that same freedom. 

Attempting to restrict the export of encryption technology to foreign countries — 

particularly source code
41

 — also raises additional free expression concerns, as demonstrated by 

First Amendment challenges to the United States’ limits on encryption exports. In the 1990s 

multiple legal cases, including Bernstein v. U.S. Department of Justice
42

 and Karn v. U.S. 

Department of State,
43

 focused on the question of whether encryption source code should be 

recognized as “speech” subject to the protections of the First Amendment. Although the 

outcomes of these cases were mixed, in Bernstein the court ruled that the software code at issue 
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was indeed speech, and that attempting to require Bernstein to register and obtain a license to 

publish his code outside of the United States was an unconstitutional prior restraint on that 

speech.
44

 The creation of an exemption that covered the export of free and open source software 

helped to resolve this issue. 

Strong Encryption is Necessary for the Growth of the Information Economy  

Strong encryption increases users’ confidence in the security of their online 

communications and transactions, which is a critical step toward enabling the growth of the 

information economy and the migration of sensitive communications online. In 1996, the 

National Research Council’s Committee to Study National Cryptography Policy
45

 wrote that it 

was “widely believed that encryption [would] be broadly adopted and embedded in most 

electronic communications products and applications for handling potentially valuable data.”
46

 

This prediction was borne out in the decade that followed. The growing uses for encryption to 

secure everyday transactions made electronic commerce and other types of transactions more 

appealing option to individuals and businesses alike. And as the Internet grows as a platform for 

commerce, it also grows as a platform for free expression. 

Conversely, undermining or deliberately weakening encryption can have a detrimental 

effect on the growth of the information economy and the global competitiveness of the 

technology companies that drive it. Requiring companies to have surveillance backdoors often 

comes with direct costs because of the additional complexity that hardware manufacturers and 

software developers have to build into their products, which could be enormous when scaled 

nationally or globally.
47

 Mandating backdoors also carries indirect — but often significant — 

costs through its impact on consumer confidence and the potential chilling effect this can have 

on new technology adoption. Simply put, when customers know that a government has access to 

all of their encrypted communications, it diminishes trust in that country’s technology products, 

which can lead to a decline in overall use. During the Clipper Chip debate, experts predicted that 

if the chip became standard, U.S. companies might even find it more difficult to sell products 

that did not include the Clipper Chip because of the decline in overall confidence in the security 

of American-made products.
48

 

In addition to impacting local consumer trust, concerns about weak encryption and 

backdoors can undermine the U.S. tech sector abroad. There is a powerful disincentive for 

foreign customers to choose American products if the practical result is that their sensitive 

communications can be accessed by the U.S. government — let alone criminals and hackers who 

may be able to exploit flaws in the technology.
49

 And in a rapidly growing market, if export 
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controls make it difficult or impossible for American companies to sell products containing 

strong encryption outside of the United States, then foreign companies will likely step in to fill 

that gap. In the 1990s, U.S. companies worried that they faced potentially significant business 

losses because of the impact on their expansion into overseas markets.
50

 Similar arguments 

would apply to any country that wants to be competitive internationally but is considering 

backdoor mandates. 

Ultimately, the resolution of the Crypto Wars came down to a calculation of the costs 

versus benefits. Making it more complicated or impossible to produce and distribute tools that 

use encryption would almost certainly undermine the U.S. technology industry and the growth of 

the Internet economy generally. Yet, it was unlikely that export controls and other restrictions 

would actually stop the spread of strong cryptography around the world.
51

 When weighed against 

the additional benefits that strong encryption provides for the security of the Internet, individual 

privacy, and free expression, the choice was clear. Since defeat of the Clipper Chip proposal and 

the relaxation of export controls on encryption technology — which are widely characterized as 

the end of the Crypto Wars — strong encryption has become a bedrock technology when it 

comes to the security of the Internet. 

 

II. After the Crypto Wars: Encryption, the Internet Economy, and Human Rights 

Developments since the 1990s have demonstrated that, in addition to its positive impact 

on security, liberty, and economic growth, encryption is increasingly critical to the protection of 

human rights online. The growth of an Internet economy based on the ability to conduct secure 

transactions has fueled a virtuous cycle that also enables safer and more secure communications 

channels for dissidents, human rights activists, and other marginalized groups, which has become 

a key component of U.S. foreign policy efforts related to Internet freedom in the 21
st
 century. 

Economic Growth After the Crypto Wars 

The resolution of Clipper Chip debate in favor of robust encryption for everyone played a 

significant role in jumpstarting the nascent Internet economy in the early 21
st
 century. 

Innovations in applied cryptography laid the foundation for the emergence of a vibrant 
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marketplace of new Internet services based on secure digital communications and the widespread 

migration of sensitive communications online. Many of the major titans of the Internet economy 

were founded in the five-year period immediately following the demise of the Clipper Chip 

proposal, including Ebay, Paypal, and Amazon. Their business models depended on people being 

able to conduct secure transactions online and to trust that connections advertised as secure 

actually are.
52

 Since the Crypto Wars ended, electronic commerce in the United States has risen 

steadily.
53

 

One of the most important protocols to emerge during this period was the Secure Sockets 

Layer (SSL) specification, which eventually became “the secure communications protocol of 

choice for a large part of the Internet community.”
54

 The Secure Shell Protocol (SSH), though 

lesser known, quickly became an equally indispensable tool for administering large numbers of 

servers remotely — an essential prerequisite for the rise of the modern data-center.
55

 In the early 

21
st 

century, these foundational technologies allowed the encrypted web to expand rapidly to 

include electronic banking, electronic medical records systems, online bill payment tools, home 

automation systems, e-filing systems for taxes, and Virtual Private Networks (VPNs). 

Additionally, SSL was embedded in a huge number of physical products, including smartphones, 

home routers, and media streaming devices — products and services that now represent billion-

dollar industries unto themselves. Those who argued during the Crypto Wars that encryption 

would be a foundational technology for the growth of the digital economy have undeniably been 

proven right. 

Encryption and U.S. Human Rights Policies 

 While the human rights benefits of strong encryption did not play a central role in the 

1990s debate, its value became more evident after the Crypto Wars ended. Support for strong 

encryption became an integral part of U.S. foreign policy related to Internet freedom in the 21st 

century. Since 2010, the American government has built up a successful policy and 

programming agenda based on promoting an open and free Internet.
56

 These efforts include 
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providing over $120 million in funding for “groups working to advance Internet freedom – 

supporting counter-censorship and secure communications technology, digital safety training, 

and policy and research programs for people facing Internet repression.”
57

 The American 

government provides a great deal of specific funding for circumvention tools and other 

programming that supports free expression, much of which relies on strong encryption as part of 

the underlying technology. For example, the Open Technology Fund, a division of Radio Free 

Asia,
58

 is specifically mandated to "support programs focused on... privacy enhancement, 

including the ability to be free from repressive observation and the option to be anonymous when 

accessing the Internet; and security from danger or threat when accessing the Internet, including 

[by use of] encryption tools."
59

 The U.S. government has also funded the development of The 

Onion Router (Tor), a free and open source tool used primarily to anonymize web traffic—

further demonstrating how support for tools that rely on strong encryption can further U.S. 

government interests.
60

 

 Over the past fifteen years, a virtuous cycle between strong encryption, economic growth, 

and support for free expression online has evolved. Not only does the proliferation of strong 

encryption bring clear economic benefits, it oftens serves to increase the free flow of information 

online as well. Some experts have dubbed this phenomenon “collateral freedom,” which refers to 

the fact that “[w]hen crucial business activity is inseparable from Internet freedom, the prospects 

for Internet freedom improve.”
61

 Thus, while free expression and support for human rights may 

not have been the primary impetus behind the growth of the encrypted web since the end of the 

Crypto Wars, they have certainly benefited from its rapid expansion in the past two decades. 
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III. Encryption Under Threat 

In recent years the consensus that strong encryption is good for security, liberty, and 

economic growth has come under threat. The June 2013 revelations about the U.S. National 

Security Agency’s pervasive surveillance programs — not to mention the NSA’s direct attempts 

to thwart Internet security to facilitate its own spying — dramatically shifted the national 

conversation, highlighting the vulnerabilities in many of the tools and networks on which we 

now rely for both everyday and sensitive communications. While ordinary individuals, civil 

liberties advocates, and major technology companies have since embraced greater use of 

encryption as a necessary step to address modern threats from both government and non-

government actors, intelligence agencies and law enforcement officials have also become 

increasingly outspoken against measures to strengthen these systems through encryption. To 

make their case, they have revived many of the arguments they made about encryption in the 

1990s, seeming to have forgotten the lessons of the past. Fortunately, this amnesia is one-sided. 

The counter-arguments that won the Crypto Wars in the 1990s still hold true, and are again being 

made by advocates for privacy, security, and human rights. 

The Snowden leaks demonstrated that, in many ways, the NSA continued the Crypto 

Wars in secret after it lost the public battle against encryption in the 1990s. As a September 2013 

New York Times story revealed, the NSA has been clandestinely inserting backdoors into secure 

products and working to weaken key encryption standards over the past two decades.
62

 Reports 

also suggest that the NSA has tapped fiber optic links connecting Google and Yahoo data centers 

located outside of the United States
63

 and tried to crack anonymity tools like Tor.
64

 According to 

the “black budget” published by The Washington Post in August 2013, 21 percent of the 

intelligence budget (roughly $11 billion) goes toward the Consolidated Cryptologic Program, 

which has 35,000 staff in the NSA and armed forces’ surveillance and code breaking units.
65

 The 

                                                 
62

 Nicole Perlroth, Jeff Larson & Scott Shane, “N.S.A. Able to Foil Basic Safeguards of Privacy on Web,” The New 

York Times, September 5, 2013, http://www.nytimes.com/2013/09/06/us/nsa-foils-much-Internet-

encryption.html?pagewanted=all&_r=0. According to a GCHQ memo from 2010: “For the past decade, N.S.A. has 

led an aggressive, multipronged effort to break widely used Internet encryption technologies.” For a full discussion 

of how the NSA worked to undermine Internet security, see “Part V: Costs to Cybersecurity” in  Danielle Kehl et al., 

“Surveillance Costs: The NSA’s Impact on the Economy, Internet Freedom & Cybersecurity,” New America’s Open 

Technology Institute, July 2014, 

http://oti.newamerica.net/sites/newamerica.net/files/policydocs/Surveilance_Costs_Final.pdf).  
63

 Barton Gellman & Ashkan Soltani, “NSA Infiltrates Links to Yahoo, Google data centers worldwide, Snowden 

documents say,” The Washington Post, October 30, 2013, http://www.washingtonpost.com/world/national-

security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-

say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html. 
64

 James Ball, Bruce Schneier & Glenn Greenwald, “NSA and GCHQ target Tor network that protects anonymity of 

web users,” The Guardian, October 4, 2013, http://www.theguardian.com/world/2013/oct/04/nsa-gchq-attack-tor-

network-encryption. 
65

 Kevin Poulsen, “New Snowden Leak Reports ‘Groundbreaking’ NSA Crypto Cracking,” Wired, August 29, 2013, 

http://www.wired.com/2013/08/black-budget/; Barton Gellman and Greg Miller, “U.S. spy network’s successes, 

failures and objectives detailed in ‘black budget’ summary,” The Washington Post, August 29, 2013, 

http://www.washingtonpost.com/world/national-security/black-budget-summary-details-us-spy-networks-successes-

failures-and-objectives/2013/08/29/7e57bb78-10ab-11e3-8cdd-bcdc09410972_story.html?tid=pm_world_pop. 

http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?pagewanted=all&_r=0
http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?pagewanted=all&_r=0
http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?pagewanted=all&_r=0
http://www.nytimes.com/2013/09/06/us/nsa-foils-much-internet-encryption.html?pagewanted=all&_r=0
http://oti.newamerica.net/sites/newamerica.net/files/policydocs/Surveilance_Costs_Final.pdf
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
http://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
http://www.theguardian.com/world/2013/oct/04/nsa-gchq-attack-tor-network-encryption
http://www.theguardian.com/world/2013/oct/04/nsa-gchq-attack-tor-network-encryption
http://www.wired.com/2013/08/black-budget/
http://www.washingtonpost.com/world/national-security/black-budget-summary-details-us-spy-networks-successes-failures-and-objectives/2013/08/29/7e57bb78-10ab-11e3-8cdd-bcdc09410972_story.html?tid=pm_world_pop
http://www.washingtonpost.com/world/national-security/black-budget-summary-details-us-spy-networks-successes-failures-and-objectives/2013/08/29/7e57bb78-10ab-11e3-8cdd-bcdc09410972_story.html?tid=pm_world_pop


OPEN TECHNOLOGY INSTITUTE | @NewAmerica | 1899 L Street, NW, Suite 400, Washington, DC 20036 

NSA’s strategy also includes developing private partnerships with the tech industry to shape the 

development of the worldwide telecommunications and cryptography market.
66

  

These revelations were met with broad public outcry from industry representatives, 

privacy advocates, and technologists who warned against the dangers of the NSA’s actions to the 

overall security of the Internet.
67

 In the summer of 2014, the U.S. House of Representatives 

approved with overwhelming bipartisan support an appropriations amendment to ban spending 

on government-mandated backdoors, although procedural maneuvers prevented it from being 

adopted into the final bill.
68

 The strong negative public reaction to the Snowden leaks also 

accelerated faster and wider adoption of encryption in a number of commercial services, from 

email and mobile messaging to the transmission of Internet traffic
69

 more broadly. Policymakers 

and industry have responded swiftly to increased pressure from advocacy groups as well as 

individual and enterprise customers who have expressed concerns about the security of their 

data.
70

 A range of different encryption proposals have been proposed by politicians in Europe 

since June 2013.
71

 Meanwhile, American technology companies have begun adding more 
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encryption to their products.
72

 Major companies like Apple,
73

 Google,
74

 and Whatsapp,
75

 for 

example, have all started building more encryption by default into their products. The consensus 

in the digital rights community — among policy groups, grassroots organizers, and their allies in 

industry and government — is that encryption is the best and most productive way to address 

concerns about government surveillance.  

 Building upon the broad bipartisan support for the amendment banning government-

mandated backdoors that was offered in the summer of 2014, Senator Ron Wyden and 

Representative Zoe Lofgren introduced the Secure Data Act in December 2014, which would 

similarly prohibit the government from requiring that companies weaken the security of their 

products or insert backdoors to facilitate access.
76

 The bill was prompted by the recognition that 

government technology mandates that weaken security are bad for national security, the U.S. 

economy, and individual privacy. “Strong encryption and sound computer security is the best 
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way to keep Americans’ data safe from hackers and foreign threats,” explained Senator Wyden.
77

 

The bill was reintroduced in the House in 2015, although no further action has been taken.
78

 

 Unfortunately, the trend toward greater use of encryption has pushed law enforcement 

advocates in the U.S. to return to past arguments that these technologies will exacerbate the 

“going dark” problem and prevent investigators from getting access to vital communications.
79

 

The current debate in the U.S. pits high-ranking officials like the FBI Director and the Attorney 

General
80

 against major technology companies, privacy advocates, and lawmakers who believe 

that the benefits of strong encryption still far outweigh any negatives.
81

 These concerns have 

been exacerbated in light of the January 2015 terrorist attacks in Paris, which prompted the 

Prime Minister of the UK to threaten to outlaw strong encryption absent backdoors for 

government surveillance.
82

 While some have suggested that there must be a viable 
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compromise,
83

 finding a technical solution that would enable robust encryption while ensuring 

that only the government can access the data with a warrant remains as impossible as it was 

during the Clipper Chip debate in the 1990s.
84

 

Conclusion and Recommendations 

 Even after two decades of vast technological change and the rapid growth of the Internet 

into a global platform for commerce, speech, and the exchange of ideas, the arguments in favor 

of the benefits of encryption that won the Crypto Wars of the 1990s still hold true today. 

Therefore — and so that we might learn from history rather than be doomed to repeat it — we 

respectfully urge the Special Rapporteur to reiterate the importance of encryption to the 

protection of our fundamental rights online. A clear message must be sent to lawmakers both in 

the United States and around the world that promoting strong encryption without backdoors can 

and still should be the norm in the digital age. This recommendation is consistent with 

conclusions drawn by branches of and independent advisors to the U.S. government in the past 

few years. A recent report from The Guardian, for example, revealed leaked documents written 

by the U.S. National Intelligence Council in 2009 which highlighted both corporate and 

government vulnerabilities to hacking “due to the slower than expected adoption of... encryption 

and other technologies” and suggested that encryption technology is the “[b]est defense to 

protect data.”
85

  

More recently, in the wake of the NSA disclosures, the President’s Review Group on 

Intelligence and Communications Technologies
86

 issued a crucial recommendation on the 
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importance of encryption in the wake of the Snowden disclosures. Arguing that “[e]ncryption is 

an essential basis for trust on the Internet,”
87

 the report urged the U.S. government to:  

(1) fully support and not undermine efforts to create encryption standards;  

(2) not in any way subvert, undermine, weaken, or make vulnerable generally available 

commercial software; and  

(3) increase the use of encryption and urge US companies to do so, in order to better 

protect data in transit, at rest, in the cloud, and in other storage.
88

  

As various commentators have noted, this was one of the strongest recommendations made by 

the Review Group,
89

 and we believe that both the language and the substance of this 

recommendation should inform your report and UN Member States’ actions more broadly. 

 As we highlighted earlier in this submission, there are a number of existing examples in 

laws that the United States has either enacted or proposed that can further instruct Member 

States’ approach to encryption technology. As a first step, States can codify that lawful intercept 

mandates do not require breaking or interfering with individuals’ use of encryption, drawing 

upon the language in CALEA. States can further establish a legal norm that they will not require 

that companies weaken encryption or provide backdoor access to governments, following the 

example of the recently proposed Secure Data Act of 2014. Finally, States can affirm a positive 

right of the citizenry to possess, use, and distribute strong encryption, as proposed in the SAFE 

Act of the late 1990s.  

 Thank you for your consideration. 

       Respectfully submitted, 

       Danielle Kehl 

       Kevin Bankston 

       Andi Wilson 
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